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OVERVIEW AND SCRUTINY COMMITTEE
Thursday 22 April 2021 at 6.30 pm
Virtual Meeting
IMPORTANT: The Council fully recognises and respects the role and importance of democratic
meetings and is committed to protecting the health and safety of Elected Members and Officers who
participate.
This meeting will be held virtually. The meeting will take place via Microsoft Teams and details of
how to join the meeting have been provided to Members of the Committee. A telephone dial-in
facility will also be available.
For the purpose of public transparency and accountability, the meeting will be live streamed online.
The live stream can be accessed here:
https://www.youtube.com/channel/UCZCvPUsJ0LwMJ9ukDsGf0Hw
The media will be able to report on proceedings from the live stream.
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1

Apologies for absence

2

Minutes of the meeting held on 25 March 2021

3

Urgent Business

(Pages 3 - 4)

To receive notice of any urgent business which the Chairman considers should be
dealt with at the meeting as a matter of urgency by virtue of Section 100B(4)(b) of
the Local Government Act 1972.

4

Declarations of Interest
Members to indicate whether they will be declaring any interests under the Code of
Conduct.
Members making a declaration of interest at a meeting of a Committee or Council
are required to disclose the existence and nature of that interest. This requirement is
not discharged by merely declaring a personal interest without further explanation.

Ryedale District Council, Ryedale House, Malton, North Yorkshire, YO17 7HH
Tel: 01653 600666
www.ryedale.gov.uk

continuing to do what matters for Ryedale

5

External Audit Progress Report - Verbal Update

6

External Audit Plan

7

Third Internal Audit and Counter Fraud Progress Report

(Pages 31 - 44)

8

Counter Fraud Governance Plan 2021/22

(Pages 45 - 50)

9

Update on Risk Management

(Pages 51 - 74)

10

O&S Forward Plan

(Pages 75 - 78)

11

Any other business that the Chairman decides is urgent.

(Pages 5 - 30)

Agenda Item 2
Overview and Scrutiny Committee
Virtual Meeting
on Thursday 25 March 2021
Present
Councillors Brackstone, Garbutt Moore, Di Keal, King, Middleton (Vice-Chair, in the
Chair), Oxley, Raine and Wass
In Attendance
Cllr Joy Andrews, Alan Bardet, Simon Copley, Anton Hodge, Christine Phillipson,
Margaret Wallace and Louise Wood

Minutes
47

Apologies for absence
Apologies were received from Cllrs Cussons and Raper.

48

Minutes of the meeting held on 11th February
Decision
That the minutes of the meeting of the Overview and Scrutiny Meeting held on 11
February 2021 be approved and signed by the Chairman as a correct record.

Voting Record
Unanimous
49

Urgent Business
There were no items of urgent business.

50

Declarations of Interest
There were no declarations of interest.

51

Safer Ryedale and Community Safety Plan
Considered – The report of the Head of Customer Services and Communities
Decision
That the Safer Ryedale Progress with Delivering the Community Safety Plan
be received and noted.
Voting Record
Unanimous

Overview and Scrutiny Committee
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Thursday 25 March 2021

52

CIPFA Financial Management Code
Considered – The report of the Section 151 Officer
Decision
That the CIPFA Financial Management Code be received and noted.
Voting Record
Unanimous

53

Decisions from other Committees
The Committee received the Minutes of the Policy and Resources Committee
held on 18 March 2021.

54

O&S Forward Plan
The Committee received the Overview & Scrutiny Forward Plan.

55

Any other business that the Chairman decides is urgent.
There being no other items of urgent business the meeting closed at 7:20pm.

Overview and Scrutiny Committee
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Agenda Item 7

REPORT TO:

OVERVIEW AND SCRUTINY COMMITTEE

DATE:

22 APRIL 2021

REPORT OF THE:

CHIEF FINANCE OFFICER (s151)
ANTON HODGE

TITLE OF REPORT:

INTERNAL AUDIT AND COUNTER FRAUD PROGRESS
REPORT 2020/21

WARDS AFFECTED:

ALL

EXECUTIVE SUMMARY
1.0

PURPOSE OF REPORT

1.1

The report provides an update on internal audit and counter fraud work delivered in
2020/21.

2.0

RECOMMENDATION

2.1

It is recommended the Committee note the work undertaken by internal audit and the
counter fraud team in the year to date.

3.0

REASON FOR RECOMMENDATION

3.1

To enable the Committee to fulfil its responsibility for considering the outcome of
internal audit and counter fraud work.

4.0

SIGNIFICANT RISKS

4.1

The Council will fail to comply with proper practice requirements for internal audit and
the Council’s Audit Charter if the results of audit work are not considered by an
appropriate committee. Overview and Scrutiny Committee is the committee designated
with responsibility for receiving internal audit reports at Ryedale District Council.

5.0

POLICY CONTEXT AND CONSULTATION

5.1

The work on internal audit and counter fraud supports the council’s overall aims and
priorities by promoting probity, integrity and honesty and by helping support the council
to become a more effective organisation.

5.2

The work of internal audit is governed by the Accounts and Audit Regulations 2015
and relevant professional standards. These include the Public Sector Internal Audit
Standards (PSIAS) and Cipfa guidance on the application of those standards in Local
Government. In accordance with the standards, the Head of Internal Audit is required
to report to the Committee the results of audit work undertaken.

OVERVIEW AND SCRUTINY COMMITTEE
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6.0

REPORT DETAILS

6.1

As the Committee is aware, commencement of 2020/21 internal audit work was
delayed due to the need for the Council to prioritise its response to the coronavirus
pandemic. Audit work has restarted in areas less directly involved in response and
recovery efforts and all eight audits to be delivered this year have now commenced. A
further three audits have been deferred to 2021/22 and the assigned days reallocated
to advisory and support work, such as business grant post assurance checks
(undertaken in conjunction with the counter fraud team). Further information on internal
audit progress is included in annex 1.

6.2

Strategic Management Board have continued to support delivery of internal audit work
as far as they have been able since our last report to this Committee but it is recognised
that, given the response to the coronavirus and recovery efforts and the consequent
impact on availability of staff, timelines for completion of audit work have slipped.
Therefore, we will continue to finalise remaining audit work in the early part of 2021/22.

6.3

Strategic Management Board also recognise that we will need to reflect the reduction
in the scope and volume of assurance work completed in 2020/21 in our annual
opinion. The extent of this limitation is still being determined and will depend on the
amount of 2020/21 work that is able to be concluded prior to taking the Head of Internal
Audit annual report to the 28 July meeting of this Committee; and on assurances we
are able to obtain from other sources.

6.4

Counter fraud work has been affected by the Covid-19 pandemic, in terms of new areas
of work associated with grants to businesses and its effect on ongoing investigations.
Annex 2 provides details of Covid-19 related work as well as a summary of the work
undertaken so far in 2020/21 and outcomes to date.

7.0

IMPLICATIONS

7.1

The following implications have been identified:
a) Financial
None
b) Legal
None
c) Other (Equalities, Staffing, Planning, Health & Safety, Environmental and Climate
Change, Crime & Disorder)
None

Anton Hodge
Chief Finance Officer (s151)

Author:
E-Mail Address:
Author:
Telephone No:
E-Mail Address:

Connor Munro, Audit Manager
The Veritau Group
connor.munro@veritau.co.uk
Jonathan Dodsworth, Assistant Director – Corporate Fraud
The Veritau Group
01904 552947
jonathan.dodsworth@veritau.co.uk
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2020/21 Internal Audit and Counter Fraud Plans

OVERVIEW AND SCRUTINY COMMITTEE

Page 33

22 APRIL 2021

This page is intentionally left blank

Annex 1

Ryedale District Council
Internal Audit Progress Report
Period to 12 April 2021

Audit Manager:
Head of Internal Audit:

Connor Munro
Max Thomas

Circulation List:

Members of the Overview and Scrutiny Committee
Chief Finance Officer (s151)

Date:

22 April 2021
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Background
1

The work of internal audit is governed by the Accounts and Audit Regulations 2015
and the Public Sector Internal Audit Standards (PSIAS). In accordance with the
PSIAS, the Head of Internal Audit is required to report progress against the internal
audit plan agreed by the Overview and Scrutiny Committee and to identify any
emerging issues which need to be brought to the attention of the Committee.

2

Members of the Committee approved the internal audit work programme for 2020/21
at their meeting on the 22 October 2020. As the Committee is aware,
commencement of 2020/21 internal audit work was significantly delayed due to the
need for the Council to prioritise its response to the coronavirus pandemic. Routine
work was suspended during the initial national lockdown, with audit resource
diverted to providing guidance on fraud risks and supplier relief, and other ad-hoc
support and advice. Audit work has restarted in areas less directly involved in
response and recovery efforts.

3

This is the second internal audit progress report to be received by the Overview and
Scrutiny Committee covering 2020/21 and summarises the progress made to date in
delivering the agreed programme of work.

Internal audit work completed
4

Since the last Committee meeting in January 21 a further three audits have
commenced and now all work to be delivered as part of the 2020/21 work
programme is underway.

5

In the last report to this Committee we advised that two audits (ICT and
Environmental Health) had been deferred to 2021/22. The report updated the
Committee on the difficulties that the Council has been experiencing in prioritising
the work of internal due to coronavirus response and recovery efforts. These same
difficulties, which have continued during 2021, have meant that a further three
audits have been deferred to 2021/22, as follows.
1. Health and Safety: it was agreed with senior management that the audit be
rescheduled for 2021/22 when there is likely to be more capacity within the
Council to support an audit in this area and so that it can provide assurance on
arrangements following an eventual return to the office.
2. Information Governance: the vast majority of staff have been working
remotely and, through the year, the Government’s guidance has remained to
work from home wherever possible. In light of this, it was agreed with senior
management that the audit be rescheduled to 2021/22 when it is more
appropriate to perform an audit of physical information security arrangements.
3. Debtors: we were advised by Resources when scoping main financial system
audits that the level of sundry debt is low and that collection activity has also
been low. Other main financial system audits (main accounting system,
creditors and payroll) were therefore prioritised for review in 2020/21. Debt
collection and enforcement, taking a wider view of the Council’s receivables
and the impact of Covid-19 on these, is a priority area for inclusion in the
2021/22 work programme.
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6

While these audits are currently classed as deferred, the need for their inclusion will
be reassessed as part of preparing the 2021/22 work programme.

7

Days from deferred audits have been used during 2020/21 to fund the work of
internal audit in delivering the business grant scheme post payment assurance work
alongside Veritau’s counter fraud team and to also allow additional work to be
undertaken on a small number of key audits in the plan, for example on Waste &
Street Scene and Creditors. In addition, we have been providing support and advice
to the Council’s Change Advisory Board and other stakeholders in the redesign of
the lettings management system.

8

Good progress has been made with our work supporting the continued development
of the Council’s risk management framework. A refreshed risk management
guidance document has been prepared in consultation with the Governance team
and is currently under review by Strategic Management Board before being
launched. Further work will seek to embed risk management at the service level
through delivery of training on fundamental concepts, review of existing service risk
registers, and facilitation of risk identification workshops where required.

9

We currently have no matters to report as a result of our follow-up work.

10

As has been reported to this Committee previously, Strategic Management Board
recognise that, given the response to the coronavirus and recovery efforts and the
consequent impact on availability of staff, timelines for completion of audit work
have slipped. Therefore, we will continue to finalise remaining audit work in the early
part of 2021/22.

11

Strategic Management Board also recognise that we will need to reflect the
reduction in the scope and volume of assurance work completed in 2020/21 in our
annual opinion. The extent of this limitation is still being determined and will depend
on the amount of 2020/21 work that is able to be concluded prior to taking the Head
of Internal Audit annual report to the 28 July meeting of this Committee; and on
assurances we are able to obtain from other sources.

12

Further information on the progress in delivering the 2020/21 work programme is
included in appendix A.

Page 37

Appendix A
Table of audit assignments to 12 April 2021
Audit

Status

Assurance level (if
completed) / Planned
start date (if not started)

Audit Committee

2020/21
Strategic risks
Health & Safety

Deferred

-

Information Governance

Deferred

-

ICT

Deferred

-

Contract Management and Procurement

In progress

-

Payroll

In progress

-

Creditors

In progress

-

Debtors

Deferred

-

Main Accounting System

In progress

-

Waste & Street Scene

In progress

-

Risk Management

In progress

-

Local Code of Corporate Governance

In progress

-

Environmental Health

Deferred

-

In progress

-

Risk assessments; general support and advice

Completed

N/A

October 2020

Business grant post-assurance checks

Completed

N/A

April 2021

Follow-ups

Ongoing

-

Draft report

-

Fundamental / material systems

Operational / regularity

Technical / projects
Insurance
Covid-19 response

2019/20
Operational Policies Review
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Annex 2

Ryedale District Council
Counter Fraud Progress Report
Period to 28 February 2021

Assistant Director – Corporate Fraud: Jonathan Dodsworth
Head of Internal Audit:
Max Thomas
Circulation List:

Members of the Overview and Scrutiny Committee
Chief Finance Officer (s151)

Date:

22 April 2021
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Background
1

Fraud is a significant risk to the public sector. Annual losses are estimated to
exceed £40 billion in the United Kingdom.

2

Financial loss due to fraud can reduce a council’s ability to support public services
and cause reputational damage.

3

Veritau are engaged to deliver a corporate fraud service for Ryedale District
Council. A corporate fraud service aims to prevent, detect and deter any fraud and
related criminality affecting an organisation.
Covid-19 Grant Fraud

4

The Covid-19 pandemic continues to create working issues and new types of fraud
for the team to address. In the final quarter of 2020/21 the counter fraud team are
providing support with the Council’s post-event assurance plan. Post-assurance
checks on the first grant schemes rolled out in 2020 are reaching their conclusion in
line with government targets. This work will be supplemented by outputs from the
National Fraud Initiative that will be reviewed and investigated as necessary.

5

Veritau are continuing to support the Council through the sharing of national and
regional intelligence as well as undertaking investigation in cases of suspected
fraud.

6

The counter fraud team has completed two investigations relating to Covid-19 grant
applications. Both were found to be fraudulent and were stopped before payment
was made. There are five ongoing investigations in this area.
Counter Fraud Performance 2020/21

7

Up to 28 February, the counter fraud team achieved £19k in savings for the Council
and blocked £30k of fraudulent Covid-19 grant payments. There are currently 16
ongoing investigations. A summary of counter fraud activity is included in the tables
below.
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COUNTER FRAUD ACTIVITY 2020/21
The tables below shows the total number of fraud referrals received and summarises the outcomes of investigations
completed during the year to date.
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% of investigations completed which result in a
successful outcome (for example benefit stopped or
amended, sanctions, prosecutions).
Amount of actual savings (quantifiable savings - e.g.
CTS) identified through fraud investigation.
Amount of savings from the prevention of Covid-19
grant fraud.

2020/21
(As at 28/2/20)
67%

2020/21
(Target: Full Year)
30%

2019/20
(Full Year)
55%

£19,029

£20,000

£32,641

£30,000

n/a

n/a

Caseload figures for the period are:

Carried forward at start of financial year
Referrals received
Referrals rejected1
Number of investigations completed
Active cases and awaiting investigation2
1
2

2020/21
(As at 28/2/20)
63
39
45
9
48

2019/20
(Full Year)
75
41
32
21
63

This figure represents new referrals rejected and previously accepted cases that have been removed from backlog
As at 28/2/21 and 31/3/19 respectively.

Summary of counter fraud activity:
Activity

Work completed or in progress

Data matching

The 2020/21 National Fraud Initiative (NFI) is underway. An initial set of 505 matches have been
received from the NFI which cover a range of council services. Work on reviewing these matches
is ongoing.
The NFI will also conduct data matching exercises on Covid-19 grant payments to detect fraud
and error, but the results of this part of the exercise have not been released yet.
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Fraud
detection and
investigation

The service continues to use criminal investigation techniques and standards to respond to any
fraud perpetrated against the Council. Activity to date includes the following:
 Covid-19 Grants – Seven referrals relating to potential Covid-19 grant related fraud have
been referred to the team. Two investigations resulted in grant payments being blocked. There
are currently five investigations ongoing.
 Council Tax Support fraud – To date the team has received 24 referrals for possible CTS
fraud and £11k of savings has been identified through fraud investigation in the current
financial year. One person was formally cautioned for an offence in this area. There are
currently nine cases under investigation.
 Council Tax fraud – Eight referrals for council tax fraud have been received in 2020/21. There
are currently two cases under investigation.
 NNDR fraud – Three referrals for potential NNDR fraud has been received to date.
 Internal fraud – There have been no reports of internal fraud against the Council this year.

Activity

Work completed or in progress

Fraud liaison

The counter fraud team acts as a single point of contact for the Department for Work and
Pensions for fraud issues and is responsible for providing data to support their investigations.
The team has received four requests for information to date.

Fraud
Management

In 2020/21 a range of activity has been undertaken to support the Council’s counter fraud
framework.
 The counter fraud team alerts council departments to emerging local and national threats
through a monthly bulletin and specific alerts over the course of the year.
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 Throughout the Covid-19 pandemic, the counter fraud team have provided support to the
Council in preparing for and administering government funded grant schemes. This has
included reviewing government guidance and advising on best practice.
 In May, the Council’s counter fraud transparency data was updated to include data on
counter fraud performance in 2019/20, meeting the Council’s obligation under the Local
Government Transparency Code 2015.
 The Council participated in the annual CIPFA Counter Fraud and Corruption Tracker
(CFaCT) survey in September 2020. The information will contribute to a CIPFA national
report detailing the extent fraud against local authorities.
 In October, the counter fraud team ran a cybercrime awareness week, delivering
cybercrime awareness information to council employees through a number of bulletins
provided over the course of the week.
 In November, the counter fraud team raised awareness of fraud internally and amongst the
general public as part of International Fraud Week.

Activity

Work completed or in progress
 In March, an anti-fraud leaflet was included with annual council tax bills encouraging
residents to report any concerns they have about fraud against the Council.
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Agenda Item 8

REPORT TO:

OVERVIEW AND SCRUTINY COMMITTEE

DATE:

22 April 2021

REPORT OF THE:

SECTION 151 OFFICER (ANTON HODGE)

TITLE OF REPORT:

COUNTER FRAUD PLAN 2021/22

WARDS AFFECTED:

ALL

EXECUTIVE SUMMARY
1.0

PURPOSE OF REPORT

1.1

The Council’s counter fraud service is delivered by Veritau. The service aims to take action
against any fraud directed against the Council, to provide a deterrent to those seeking to
defraud the Council, and to prevent fraud by raising awareness of the issue both internally
and with the public. Oversight of counter fraud activity is provided by the Overview and
Scrutiny Committee. The purpose of this report is to present to the 2021/22 counter fraud
plan to the committee for information.

2.0

RECOMMENDATION

2.1

It is recommended that the counter fraud plan for 2021/22 be noted.

3.0

REASONS FOR RECOMMENDATION

3.1

To ensure that the committee is aware of the scope and extent of counter fraud work to be
undertaken.

4.0

SIGNIFICANT RISKS

4.1

None.

5.0

POLICY CONTEXT AND CONSULTATION

5.1

Counter fraud work supports the Council by preventing, detecting and deterring fraud.
Fraud committed against the Council can deprive it of funds which could otherwise be used
to support its overall aims and objectives.

6.0

REPORT DETAILS

6.1

The Council’s counter fraud plan is produced annually. Annex A to this report sets out
planned areas of work for the counter fraud team in 2021/22 as well as proposed targets for
the team.

6.2

The plan includes a broad allocation of days for the main areas of counter fraud work
expected to be undertaken during the year. However, this is intended to be flexible and will
be updated as required during the year if priorities or risks change. For example, depending

OVERVIEW AND SCRUTINY COMMITTEE Page
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on levels of suspected fraud cases referred to the team or any need to deliver fraud
awareness training in areas of emerging risk. It is also likely that changes may be required
to reflect Covid-19 related fraud risks, as the Council continues to recover from the
pandemic.
6.3

Counter fraud team performance has been measured by two performance targets over the
last three years, actual savings achieved and the percentage success rate for cases
investigated. While the team has met and often exceeded these targets, they have had
unintended consequences. For example by focussing the team’s work towards reactive
investigations, at the expense of other important activity such as proactive work and fraud
awareness training. While the value of this type of work is more difficult to quantify, good
practice guidance (and experience) suggests that it can provide greater benefit through
helping to prevent and deter fraud from occurring. It is proposed to stop managing
performance against the previous targets from 2021/22. This will ensure the counter fraud
team can provide a more balanced service to the Council. As well as providing additional
flexibility, for example to meet further anticipated work relating to Covid-19 grant funding.

6.4

The total planned days for counter fraud work in 2021/22 is 105, which is unchanged from
the previous year.

7.0

IMPLICATIONS

7.1

The following implications have been identified:
a) Financial
None
b) Legal
None
c) Other (Equalities, Staffing, Planning, Health & Safety, Environmental, Crime & Disorder)
None

Anton Hodge
Section 151 Officer

Authors:

Jonathan Dodsworth, Assistant Director – Corporate Fraud
The Veritau Group
jonathan.dodsworth@veritau.co.uk

Background Papers:
RDC Counter Fraud and Corruption Strategy Action Plan (January 2021)
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Annex A

Ryedale District Council
Counter Fraud Plan 2021/22

Assistant Director – Corporate Fraud:
Deputy Head of Internal Audit:

Jonathan Dodsworth
Richard Smith

Circulation List:

Members of the Overview and Scrutiny Committee
Section 151 Officer

Date:

22 April 2021
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Introduction
1

This plan sets out proposed counter fraud work for Ryedale District Council, for
2021/22.

2

The Counter Fraud Plan is based on an estimate of the amount of resource
required to provide the range of counter fraud activities required by the Council.
A total of 105 days of counter fraud work has been agreed for 2021/22.

2021/22 Performance Targets
3

Counter fraud team performance has been measured by two performance
targets over the last three years, actual savings achieved and the percentage
success rate for cases investigated. While the team has met and often exceeded
these targets, they have had unintended consequences. For example by
focussing the team’s work towards reactive investigations, at the expense of
other important activity such as proactive work and fraud awareness training.
While the value of this type of work is more difficult to quantify, good practice
guidance (and experience) suggests that it can provide greater benefit through
helping to prevent and deter fraud from occurring. It is proposed to stop
managing performance against the previous targets from 2021/22. This will
ensure the counter fraud team can provide a more balanced service to the
Council. As well as providing additional flexibility, for example to meet further
anticipated work relating to Covid-19 grant funding. The savings figure and
success rate will continue to be reported to the Committee as part of regular
progress reports, for information.

2021/22 Counter Fraud Plan
4

A summary of planned areas of work is set out in the table below.

Fraud Area
Counter Fraud General

Days
10

Scope
Monitoring changes to regulations and guidance,
review of counter fraud risks, and support to the
council with maintenance of the counter fraud
framework. This will include completion of the
annual counter fraud risk assessment and review
of the counter fraud policy and strategy.
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Fraud Area
Proactive Work

Days
20

Scope
This includes:
 raising awareness of counter fraud issues and
procedures for reporting suspected fraud - for
example through training and provision of
updates on fraud related issues.
 targeted proactive counter fraud work - for
example through local and regional data
matching exercises.
 support and advice on cases which may be
appropriate for investigation and advice on
appropriate measures to deter and prevent
fraud.

Reactive Investigations

40

Investigation of suspected fraud affecting the
council. This includes feedback on any changes
needed to procedures to prevent fraud recurring.

Covid-19 response
work

10

Undertake post assurance activities and
investigation of potential fraud highlighted through
this work. Assisting the council to recover money
lost to fraud through grants.

National Fraud
Initiative (NFI)

15

Coordinating submission of data to the Cabinet
Office for the NFI national fraud data matching
programme and investigation of subsequent
matches.

Fraud Liaison

10

Acting as a single point of contact for the
Department for Work and Pensions, to provide
data to support their housing benefit
investigations.

Total Days

105
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Agenda Item 9

PART A:

MATTERS DEALT WITH UNDER DELEGATED POWERS

REPORT TO:

OVERVIEW AND SCRUTINY COMMITTEE

DATE:

22 APRIL 2021

REPORT OF THE:

HEAD OF CORPORATE GOVERNANCE
SIMON COPLEY

TITLE OF REPORT:

UPDATE ON RISK MANAGEMENT

WARDS AFFECTED:

ALL

EXECUTIVE SUMMARY
1.0

PURPOSE OF REPORT

1.1

This report provides an update on work to review and revise the Council’s Corporate
Risk Register, attached at Appendix 1.

2.0

RECOMMENDATION(S)

2.1

It is recommended that the Committee notes the contents of this report and comments
on the format and details of the Corporate Risk Register.

3.0

REASON FOR RECOMMENDATION(S)

3.1

This report provides an update on work to revise and review the Corporate Risk
Register. Risk Management has been highlighted as a key improvement issue in recent
years, and this paper is evidence of improvements made in the process and reporting
to members.

4.0

SIGNIFICANT RISKS

4.1

The risk of not managing corporate risks are as identified in the Register.

5.0

POLICY CONTEXT AND CONSULTATION

5.1

The Authority has a duty to manage Risk.

6.0

BACKGROUND AND INTRODUCTION

OVERVIEW AND SCRUTINY COMMITTEE
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Introduction
6.1

A revised approach to managing risk has been adopted in recent years. This has led
to an overhaul of the Corporate Risk Register and the development of Service Risk
Registers. Advice and guidance has been provided by Veritau and in some cases by
North Yorkshire County Council.

6.2

This work has been recognised and endorsed by members who see it as an important
part of the Council’s improvement strategy. As part of that, an update on Risk
Management, including the Corporate Risk Register, will be presented to Audit
Committee twice a year.

6.3

The updating of the Corporate Risk Register over the past year has demonstrated the
Council’s improvement journey, showing how risks are being managed and generally
downgraded over that period. However Risk Management is an ongoing process and
the papers presented here will continue to be updated. Alongside work on the
Corporate Risk Register, a refreshed risk management guidance document has been
prepared in consultation with Veritau and is currently under review by Strategic
Management Board before being launched. Further work with internal audit will seek
to embed risk management at the service level through delivery of training on
fundamental concepts, review of existing service risk registers, and facilitation of risk
identification workshops where required.

6.4

The Corporate Risk Register is a key strategic document setting out the medium to
long term goals and objectives of the Council and the associated risks. The register is
a live document and is updated on a regular basis to set out the controls and mitigations
in place to control identified risks.

6.5

To assist with consideration of the register, Members are reminded that the current
scoring matrix is defined as below:

6.6

Each risk has two elements: the probability of the event occurring (likelihood) and the
consequence if it does occur (impact).

6.7

The Council uses a 5x5 matrix which means that there are five levels of likelihood
(very low, not likely, likely, very likely and almost certain) and five levels of impact
(low, minor, medium, major and disaster). The intersection of the likelihood and
impact of a specific risk on the matrix will decide its score and, in turn, the
requirements for its management. This is known as ‘risk analysis’ and is the
quantitative element of the risk assessment process which takes place following risk
identification.
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6.8

The aim of risk analysis is to estimate the likelihood and impact of the risk on three
different levels. The first level is the original risk (also known as the ‘gross risk’ or the
‘inherent risk’). This is an estimation of the impact and likelihood of the risk before
the effects of any controls that have been put in place are taken into account. The
significance of this score is that it provides clear indication as to whether or not the
risk has the potential to have a disastrous impact on the Council. Equally importantly,
if not more so, is that the score enables an assessment of the importance of the
controls acting on the risk. A control is any preventative / proactive (i.e. help to
reduce the likelihood of the event) or mitigating / reactive (i.e. help to reduce the
impact of the consequences of the event) measure that is put in place to reduce the
likelihood and/or impact of the risk.

6.9

The second level is the current risk (also known as the ‘net risk’ or the ‘residual risk’).
This is the analysis of the impact and likelihood of the risk occurring with all the
controls and mitigating actions in place. It is the assessment of the risk at the time the
risk analysis was undertaken.

6.10

The third level is the target risk. This is a score which reflects the analysis of the impact
and likelihood of the risk when all desired controls are fully implemented and are
operational. Wherever possible, the target risk score should be set at or below the risk
appetite for the risk being analysed. However, the nature of the risk might mean that
this not possible. In these circumstances the risk should be managed to a level that is
as low as reasonably practicable.

6.11

Members are requested to review the current Corporate Risk Register at Appendix 1
and feed back any comments to officers.

7.0

IMPLICATIONS

7.1

The following implications have been identified:
a) Financial
As set out in the Corporate Risk Register
b)

Legal
Failure to manage risk can result in legal action and costs

c)

Other (Climate Change, Equalities, Staffing, Planning, Health & Safety,
Environmental, Crime & Disorder)
Failure to manage risk can result in legal action and costs

Simon Copley
Head of Corporate Governance
Author:
Telephone No:
E-Mail Address:

Will Baines, Senior Corporate Governance Officer
01653 600666 ext: 43228
will.baines@ryedale.gov.uk

Background Papers:
None

OVERVIEW AND SCRUTINY COMMITTEE

Page 53

22 APRIL 2021

This page is intentionally left blank

April 2021 Update
RYEDALE DISTRICT COUNCIL: CORPORATE RISK REGISTER
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CRR01: Covid - 19

Risk Owner: Stacey Burlet

Description
Failure to support and protect lives and livelihoods in
Ryedale during the response and recovery stages of the
Covid -19 pandemic and to plan and deliver measures to
ensure organisational and staffing resilience though the
Covid/post-Covid recovery period

Causes
Spread of virus cannot fully be controlled / contained
Partnership response means that multiple bodies have overlapping
accountabilities and responsibilities
Legislation means that the district council has additional accountabilities and
responsibilities; frequently determined at short notice
Fast paced and constantly changing policy environment necessitating the
development of immediate procedures
Standardised policies and procedures are not be fit for purpose
Lack of understanding, buy in and consistency across the Council
Inadequate recording
Lack of proactive actions
Lack of adequate training
Subcontractors and commissioned organisations fail / cannot fulfil agreed
obligations
Lack of / inadequate equipment
Poverty, unemployment and economic recession resulting from the impact of
Covid - 19
Staff fatigue and sickness, resulting in an inability to deliver critical services
and deliver required actions
Vulnerable residents not being able to access sustained support
Voluntary and community sector fatigue and potential funding crisis
Failure to secure sufficient Government funding to address key issues and
deliver required actions
Lack of effective strategic planning to address response and recovery
Lack of effective engagement with partner agencies within and beyond
Ryedale
Lack of access to testing and vaccination
Need for sustained activity to avoid multiple lockdown in response to virus
surge
1

Risk
Score
Original

5E

April 2021 Update
CRR01: Covid - 19

Consequences
Rate and spread of Covid-19 increases locally
Increased deaths
Lack of test, trace, vaccination and
compliance capacity locally
Increased risk of and potential consequences
of local lockdown
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Increased levels of poverty, unemployment,
business failure and homelessness across the
district
Failure to plan for and deliver a strong postCovid recovery
Failure to ensure that vulnerable people are
supported through and beyond the Covid
emergency
Decline in community resilience and physical
and mental health of residents
Pressures resulting in reduced voluntary
and community sector capacity and
sustainability

Risk Owner: Stacey Burlet

Proactive Controls
Full engagement with district, regional and
national partners to support COVID response
and recovery, including Government and
funding agencies
Proactive engagement upon mutual aid
issues/biding or additional government
funding through regional working groups including the Yorkshire and Humber
Assembly and York and North Yorkshire Local
Resilience Forum - SCG, TCG, public health
Organisational workstreams with lead
officers – Economy; Community; Healthy
People, Healthy Council programme. - Each
enacts and plans for response and recovery.
Progress on actions are monitored and
reported.
Increased focus on staff welfare, well-being
and mental health including personal and
workplace based risk assessments; Pulse
survey, additional capacity sourced and
implemented (e.g. Customer Services
Advisors; COVID marshal); access to PPE;
weekly staff meetings with the CX; email and
intranet based communications; health
assured activity.

Potential for community tensions
2

Risk
Score
Reactive Controls
Additional control measures as identified
and put in place as required to ensure
COVID secure workplaces, service delivery
and to ensure that the district council’s role
in protecting lives and livelihoods is fully
acquitted in the community e.g. in town
centres to support the reopening of the
high street
Daily scrutiny of data and intelligence to
determine any actions required

Briefings and communications for Elected
Members, Strategic Management Board,
and all staff
Ongoing participation in district, regional
and national working groups, that are
coordinating response and recovery
Ongoing activity to ensure that strategic
plans reflect emerging policy direction
Update of Business Continuity Plans to take
into account of ongoing Covid/post-Covid
demands

Current

3D

April 2021 Update
CRR01: Covid - 19

Failure to deliver key Council services and
performance reduction as a consequence of
increased demands on Council services from
customers and businesses

Adverse social and health consequences for
staff including increased
absence/productivity and decreased wellbeing and mental health
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Reputational risks – to the Council and to the
wider district resulting in a loss of public
confidence
Breach of obligations relating to legislation
e.g. civil contingency, health and safety, data
protection, with the risk of claims,
prosecution and financial penalties for the
organisation and prosecution and personal
liability of senior officers (HSE)
Loss of revenue to the council and use of
reserves to offset the financial consequences
of Covid -19

Risk Owner: Stacey Burlet
Additional support for the voluntary and
community sector including emergency
grants; close coordination with the local
Community Support organisation;
development and delivery of a
comprehensive Ryedale Covid Community
Connect partnership support programme and
post-Covid recovery plan; and participation
in regional and national partnerships to
identify and support the district’s most
vulnerable residents
Finance tracker and MHCLG returns are
maintained to assess the financial impact of
Covid-19 mitigation. This is complemented
by proactive lobbying to ensure that the
maximum amount of Government funding is
secured and appropriate resources are in
place. 2021/22 MTFS includes budgeting to
October 2022 via use of Council reserves.
Development and delivery of a
comprehensive Ryedale post-Covid economic
recovery plan
Vaccinations and testing access for staff,
communities and businesses has been
facilitated.
Proactive advice and guidance is provided to
businesses to support survival and the
recovery of key sectors of the economy
3

Risk
Score
Regular performance monitoring, with
mitigating actions taken
Report on an ongoing basis to central
Government on Covid/post EU transition
community impacts

April 2021 Update
CRR01: Covid - 19

Risk Owner: Stacey Burlet

Risk
Score

Virtual meetings are facilitated in accordance
with virus prevalence to mitigate the need
for the next predicted surge in Autumn 2021

Mitigating Actions
Targeted interventions are being undertaken where required by officers

Target

3C
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Increased staffing capacity in stress / high volume areas - e.g. Customer Service Advisors, Waste Operatives, Environmental Health,
Revenues and Benefits
Proactive monitoring of staff and community contraction rates
COVID - 19 actions are proactively and reactively addressed as required following guidance and, on occasions, instruction for Government
and the Director of Public Health, as well from strategic command arrangements that require response from the Local Resilience Forum.
Work with businesses, partner agencies, community support organisations and Government to ensure that funding is maximised, support is
in place and plans are delivered to support communities through Covid, through the post Covid/post-EU transition periods. This includes
community support/recovery initiatives.
Continual delivery of effective communications for businesses/Ryedale residents upon the implications of the end of the EU transition
period/required actions

Increased investment in resources is required to support ongoing good staff mental and physical health and well-being; including
continuing to ensure that key messages/information on support for staff is publicised internally
Ensure provision of appropriate PPE for staff for specific activities such as facilitating elections and that appropriate home working facilities
and support are in place
4

April 2021 Update
CRR01: Covid - 19

Risk Owner: Stacey Burlet

Risk
Score

Ensure staff resilience/appropriate resourcing in the event of concurrent incidents (eg. winter flooding)
Put in place appropriate plans to ensure health and safety in all council premises for staff and visitors, including when office based working
at RDC facilities takes place
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CRR02: Health and Safety

Risk Owner: Louise Wood

Description
Failure to comply with and embed health and safety
policy and procedures in the council

Causes
Policies and procedures outdated or not fit-for-purpose
Lack of understanding, buy in and consistency across the Council
Inadequate recording
Lack of proactive actions
Weak action planning
Lack of support capacity
Lack of adequate training
Subcontractors and commissioned organisations
Lack of /inadequate equipment
Public health incidents / pandemics

Consequences
Resulting in injuries, fatalities, claims
Reputational damage
Impact on service delivery
Risk of prosecution and financial penalties
for the organisation

Proactive Controls
Health and safety policy
Health and Safety Action Plan
Quarterly Corporate Health , Safety and
Wellbeing Group
Mandatory training (SMB monitored) and
service-specific training

5

Reactive Controls
Accident reporting procedure
Annual health and safety report
Daily COVID-secure workplace monitoring

Risk
Score
Original

5E

Current

3C

April 2021 Update

CRR02: Health and Safety
Prosecution and personal liability of senior
officers and consequences for Leader/Dep
Leader
Lack of containment of public health
emergencies

Risk Owner: Louise Wood

Risk
Score

Covid -19 risk assessment and controls in
place with regards to service delivery,
employee welfare and democratic meetings
Democratic meetings policy and riskassessments
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Mitigating Actions
All staff required to confirm understanding of policy on annual basis
Delivery of action plan monitored on quarterly basis
Provision of specialist health and safety advice to provide up-to-date guidance and lead progression on health and safety activity
Communications rolled out across staffing and employee groups and on intranet
Fortnightly meetings with UNISON and service managers on COVID-secure workplace
Targeted intervention programme in place in Waste and Environmental Services using additional capacity
Ongoing health and Safety audit of facilities
Implementation of COVID guidance/instruction from government, public health and Local Resilience Forum.

Target

CRR03: Staffing Resilience and Capacity

Risk Owner: Haroon Rashid

Description
Lack of resilience or capacity to achieve strategic and/or
operational objectives

Causes
Lack of staffing resource to support delivery against strategic and operational
objectives
Lack of staff development to support succession planning, retention and
successful delivery
Inadequate budget to fund an appropriate staffing structure
Poor reputation as an employer
Failure to recruit, particularly in specialist areas where the market is highly
competitive
Lack of or inadequate workforce strategy

Risk
Score
Original

6

2B

5D

April 2021 Update

CRR03: Staffing Resilience and Capacity

Risk Owner: Haroon Rashid

Risk
Score

Covid-19 pandemic
Unprecedented circumstances requiring the reallocation of resources to meet
urgent, reactive need e.g. COVID outbreak, natural emergency , BREXIT
Failure to plan for any staff/organisational impacts from the EU exit
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Consequences
Customer and local resident detriment
Service failure
Special measures if statutory or legislative
expectations are unmet
Poor customer satisfaction, leading to
complaints and requests for compensation
Low staff morale
Poor productivity among staff
Increasing sickness levels
Higher staff turnover
LGO decisions
Damage to reputation
Staff wellbeing suffers
Legal action
Financial penalties
Failure to meet legislative requirements,
election and electoral register
responsibilities
Increasing levels of sickness absence as a
result of COVID-19 contraction rates
Inability to meet increased service demand
as a consequence of additional
accountabilities and increased service
demand brought about by COVID -19

Proactive Controls
Refreshed approach to recruitment and
resourcing to address current 'gaps' in
establishment.
Learning Zone access for all employees.
Job evaluation process in place.
Financial monitoring and reporting including a new approach to budget strategy
development and oversight.
Regular CX, SMB, manager & staff
communication and engagement sessions
taking place to ensure that the pulse of the
organisation is taken and responded to.
Graduate trainees programme in place.
HR/OD service ensures that organisational
development and the employee journey is
increasingly focused upon.
Elections Risk Register.
All staff complete mandatory training
requirements, with accelerated levels for
managers.
Shared service arrangements in place to
support organisational resilience where this
represents best value and ensures that a

7

Reactive Controls
Outsourcing to specialist agencies where
there is a need to ensure that statutory,
legislative or important service need is met
e.g. legal advice, dog breeder accreditation
Re-prioritisation of service delivery
Turn the service off if practical - this course
of action has been taken when extreme
staff shortages have occurred (e.g. street
sweeping so that bin collections occurred)
Overtime – exceptional and by agreement.
Service Risk Registers incorporate
mitigations for resilience and capacity risks
Historical bullying allegations relating to
staff and have reported back to members;
zero tolerance actions rolled out
Additional control measures as identified /
required to ensure COVID secure
workplaces and service delivery

Current

3C

April 2021 Update

CRR03: Staffing Resilience and Capacity

Risk Owner: Haroon Rashid
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focus can be maintained on both short and
longer term objectives.
Health checks completed in core areas of the
business to ensure organisation is fit for
purpose (IT, customer service, programmes
and projects, strategy and performance,
information governance, democratic
services, legal services), with increased
capacity investment following thereafter
People and Culture Plan developed and
rolled out with ongoing review of
effectiveness.
Organisational Development programme
initiated with manager & staff involvement
as appropriate.
New collective agreement and revised pay,
terms and conditions package implemented
for Grade 10 and below directly employed by
the organisation.
Senior management appraisal process rolled
out.
Delivery of HR/OD actions in the corporate
delivery programme of the Council Plan.
Council Plan and corporate programme in
place to determine strategic objectives and
the delivery plan for achieving them
New partnership arrangement in place for
Procurement support.
Adoption of new policies and procedures
such as zero tolerance

8

Risk
Score

April 2021 Update

CRR03: Staffing Resilience and Capacity

Risk Owner: Haroon Rashid

Risk
Score

Budget strategy development, financial
monitoring and reporting includes a strong
focus on workforce related issues
Covid 19 procedures and arrangements
Mitigating Actions
Appraisal process Grades 10 and below has been refreshed and revised to ensure that there is a focus on issues such as performance
against strategic and operational goals and a training, learning and development plan linked to professional and personal goals. This will
be rolled out from October 2020 onwards.
Training Needs analysis completed; new training and development programme in place for employees and so that managers support and
fulfil their responsibilities to employees.
Review of commissioned and third party arrangements and obligations.

Target

2B
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New partnership arrangement in place for Legal support.
Rolling programme of review of policies and procedures underway to ensure they are fit for purpose.
Undertake review of Senior Manager structure to determine an appropriate operating model to drive forward quality and standards.

CRR04: Strategic Planning and Leadership

Risk Owner: Stacey Burlet

Description
Failure to establish, review or deliver against strategic /
corporate priorities so that the long-term aspirations and
ambitions of Ryedale are achieved, resulting in suboptimal performance and/or failure to deliver the agreed
Council Plan

Causes
Lack of and / or inadequate political direction
Misalignment of resources and priorities due to unrealistic / undefined targets
and objectives relating to timescales, capacity or remit
Capacity and skills of the workforce are lacking or inadequate to support the
delivery of targets
Lack of officer advice taken to inform Committee or Council decision-making
9

Risk
Score
Original

5D

April 2021 Update

CRR04: Strategic Planning and Leadership

Risk Owner: Stacey Burlet

Risk
Score

Unprecedented circumstances requiring the reallocation of resources to meet
urgent, reactive need e.g. COVID outbreak, natural emergency , EU exit,
flooding
Inadequate training and development programmes for member and senior
officers
Inability of staff to focus on core work areas due to capacity issues
Lack of clarity or confidence in strategic direction
Democratic and other decision-making processes ineffective
Poor elected member / officer relationships and/or boundaries
Significant national policy changes / direction e.g LGR, the future of planning
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Consequences
Lack of direction

Proactive Controls
Council Plan and associated delivery
programme in place

Lack of delivery progress
Failure to achieve long term improvements
for local residents and businesses

Officer guidance and advice on corporate and
strategic matters provided via Committee
and Council reports; elected member
briefings etc.

Resources not aligned to priorities/misuse of
resources
Loss of opportunities (e.g. financial - business CEX communications, including weekly staff
meeting
rates)
Lack of accountability

Regular updates to relevant Committees to
focus on key areas of development

Poor customer and stakeholder satisfaction
Low staff morale and motivation

MTFS in place to ensure appropriate levels of
resourcing are in place to progress key
workstreams defined within the Council Plan

Poor performance
10

Reactive Controls
As an interim measure, existing
performance management indicators are
reviewed regularly at Committee
Red and amber performance ratings are
investigated and addressed where possible,
with appropriate elected member scrutiny

Current

3C

April 2021 Update

CRR04: Strategic Planning and Leadership

Reputational damage / poor reputation
among stakeholders, communities and
partners
Poor officer/elected member relationships

Risk Owner: Stacey Burlet

Risk
Score

Proactive learning and development
programme for officers, with regular
monitoring in place
Learning and development programme for
elected members
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Mitigating Actions
A Council Plan was agreed by Council in September 2020. Now adopted, a new performance framework and corporate delivery programme
will be developed to support the tracking of key indicators, milestones and delivery outcomes for 2021/22. Development has been delayed
due to the need to prioritise COVID response and recovery. However, key workstreams continue to be progressed so the Council Plan
progresses. This includes affordable housing, enforcement activity, IT modernisation, car parking.

Target

CRR05: Financial Management

Risk
Score
Original

Risk Owner: Anton Hodge

Description
Failure to have adequate financial management within
the Council

Consequences
Over or underspend
Lack of investment
Damage to reputation
Qualified audits

Causes
Lack of data or poor system output
Finance staff capacity
Political/management perception
Lack of informed decision making
Lack of confidence, engagement, experience and awareness within managers
across the council
Proactive Controls
Reactive Controls
Budget monitoring and reporting
Budget monitoring and reporting, including
Root and branch reviews
capital
External support
Continuous cycle of Root and branch
Financial Performance Reports
reviews
Budget Managers' access to Pentana
11

1A

5E

Current

3C

April 2021 Update

CRR05: Financial Management
Lack of awareness of resources, leading to
impact on performance (spending in 'wrong'
areas)
Possible external intervention
Weak long term planning

Risk Owner: Anton Hodge
Financial Strategy
Capital Plan
Treasury management
Report to committees
Review and update reports on financial
performance

Risk
Score
Review of Audit arrangements to ensure
correct focus on areas of risk
Prioritisation of funding/use of reserves
Review of commissioned and third party
arrangements and obligations
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More member involvement and transparency In-year review to ascertain impact of Covid
in Financial Strategy and Capital Plan
and assess reliance on reserves to ensure a
balanced outturn for 2020-21
Review capacity of financial support
Focussed reviews on areas of budget
Additional External support where
vulnerability, including overspends and
appropriate
where savings are expected
Work with partners and other LAs to
determine medium term impact of Covid on
income streams and build into refreshed
Financial Strategy – ongoing piece of work

Mitigating Actions
Deliver training/agree expectations of role of budget managers
Use of Benchmarking – including financial and service performance
Review all financial procedures including contract procedures
Further work with service managers to ensure required savings are agreed and understood and production of “budget book” for senior
managers

12

Target

2B
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CRR06: Information Governance

Risk Owner: Louise Wood
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Description
Causes
Ineffective data governance arrangements lead to
Lack of staff and expertise
unacceptable levels of unauthorised disclosure of
Lack of staff development
personal and sensitive data, poor quality or delayed
Governance not embedded in organisational culture
responses to FOI requests, and inability to locate key data Information governance arrangements not in place for shared services
upon which the Council relies, resulting in loss of
Simple mistakes
reputation and poor decision-making
Consequences
Proactive Controls
Reactive Controls
Training, policies in place, regular CIGG
Service user detriment
Breach process in place,
meetings, access to expert advice,
Service failure
FOI review process in place,
monitoring systems and audits, information
Special measures
lessons learnt considered,
asset
register,
Poor customer and/or staff satisfaction
CIGG reviews
DPIA template in place
Staff turnover
Continue to emphasise personal
ICO decisions
responsibility of staff for all information and
LGO decisions
consider disciplinary action against breaches
Damage to reputation
Continue to review information asset
Staff wellbeing suffers
registers
Legal action
Ensure individual data sharing arrangements
Financial penalties
are completed for each activity
Ensure Data Protection risks are managed to
comply with GDPR
Separate Information Governance Risk
Register
Online mandatory training completed by
existing staff and by new starters as part of
induction
Mitigating Actions
Ensure individual data sharing arrangements are completed for each activity
Ensure Data Protection risks are managed to comply with GDPR - specifically around contracts and other service agreements
Continue communications to staff and continue regular training
13

Risk
Score
Original

5E

Current

3C

Target

3C

April 2021 Update
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CRR07: ICT

Risk Owner: Louise Wood

Description
Ability to deliver public services is severely compromised
or reduced due to ICT failure

Causes
Outdated or inappropriate policies
Poor corporate controls over ICT system
Inadequate contractual arrangements, and poor contract management
Over-reliance on third party suppliers
Outdated, ineffective or ill-configured ICT infrastructure
Ill-configured or inadequate software
Limited internal capacity
Lack of adequate training in effective system use
Lack of/inadequate equipment
Inadequate disaster recovery planning
System security is compromised through inadequate security controls or cyber
attack
Insufficient investment reduces ICT capacity and effectiveness

Consequences
Citizens do not receive a service or a poor
service
Services are unable to operate, or must
operate at a reduced level, for a protracted
period of time
Services are unable to operate efficiently
Data is lost or irretrievable
Organisation loses PSN connection
Systems are breached

Proactive Controls
PSN compliance healthcheck and certification
Disaster recovery plans
Contract audit
Centralization of IT decision-making and
budgets
IT policies and procedures

Mitigating Actions
External service review and reporting
Annual third party healthcheck and implementation of actions
Maintenance of software and systems within service support dates
Ongoing investment in cloud and SaaS

Reactive Controls
DR site available if required
Third party support

Risk
Score
Original

5E

Current

3C

Target

2B
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CRR07: ICT

Risk Owner: Louise Wood

Risk
Score

Training and development of staff in appropriate use of systems and software, including security
Links with National Cyber Security Centre
Testing of DR arrangements

CRR08: Contracts and Procurement

Risk Owner: Simon Copley
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Description
Causes
Failure to ensure that effective procurement and contract Lack of awareness and ownership across the Council
management is carried out across the Council
Outdated policies and procedures
Brexit risk to procurement and supply chain
The UK leaving the EU (Brexit) with no trading deals in place
Consequences
Proactive Controls
Reactive Controls
Contracts Register
Inability to deliver Value for Money
Review of expired contracts
Quarterly update and review
Risk of breaking procurement law and
Retrospective permissions applied for
Wider Partnership arrangements
regulation
Review of projects due out to the market at
Supply chain assessment Increasing the
Financial penalties
the time the UK leaves the EU
regularity of supplier risk assessments, from
Less effective contracts/contract
annual to bi-annual or quarterly.
management
Work with legal services to understand the
Missed opportunities
impact.
The result of the Brexit negotiations could
Early engagement with supply markets when
have a negative impact on the Council’s
supply chain, both with direct tier 1 suppliers we are looking to tender.
Review of the services the council delivers to
and their sub-contractor network.
Existing supply contracts may be impacted by assess the potential impact on specific supply
changes in regulation, or legal requirements. chains.
Early supplier engagement should identify
Assurance of Supply - risk that a complete
areas of cost increase that need to be
failure in supply of the goods / service (e.g.
factored into budget control and or change in
Carillion) from key suppliers could be felt.
requirements.
15

Risk
Score
Original

5D
Current

3C

April 2021 Update

CRR08: Contracts and Procurement
Service levels may be impacted negatively by
any changes in the Supply Chain or access to
workers, particularly in low skilled
categories.
Financial risk need to consider if any supply
changes will drive up costs of the Goods /
Services/Works in the short/medium/long
term.

Risk Owner: Simon Copley

Risk
Score

New partnership in place with NYCC to
deliver procurement services
New Procurement and Contract
Management Plan (taking into account
healthcheck) to ensure that Value of Money
is a key requirement and that relevant staff
take a commercial approach to purchasing.
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Mitigating Actions
Review contract procedure rules
Ensure all staff with authority for procurement and contracts are appropriately trained and are aware of their responsibilities
A detailed spend analysis to identify and deliver savings.
Networking with relevant groups and other local authorities to ensure we are aware of important developments and to share and learn
from good practice and review shared agreements
Regular reporting on performance
Review of shared service arrangements to ensure they are fit for purpose, including Internal Audit reports
Undertake Supplier analysis, segment and understand our supplier base. See where your critical suppliers are, and even look at who
supplies our suppliers. If there are EU companies in that mix, understand how that could impact the rest of our flow.

Target

CRR09: Major Events/Incidents (non-Covid)

Risk Owner: Phillip Spurr

Description
Failure to respond to major regional, national and global
events and incidents – and to learn from previous incidents

Causes
Lack of senior officer and workforce capacity
Lack of business support
Poor networking
Lack of IT capacity
Lack of policy and horizon scanning function
16

Risk
Score
Original

2B

5E

April 2021 Update
CRR09: Major Events/Incidents (non-Covid)

Risk Owner: Phillip Spurr

Risk
Score

Unknown and unpredicted events e.g. pandemic/natural weather events
Concurrent events
Failure to plan for, resource and deliver incident recovery
Potentially foreseeable events –
Pandemic incidents
Carbon emissions
Local Government reorganisation
Government policy – major change of direction
Scale of natural events e.g. flooding
Sustained periods of inclement weather
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Consequences
Death and / or failure to protect public
health
Lack of staff capacity to deliver services
Lack of funding to deliver services
Unable to cope with reduced (or increased)
funding
Not able to lobby appropriately
Delays in responding to / implementing new
requirements
Costs arising from lack of pre-agreements
and agreed policy/process e.g. potential
supplier costs at end of EU transition period
Missed opportunities
Increased risk of flooding and other natural
disasters
Lack of ability to acquit civil contingency
partnership accountabilities

Proactive Controls
Membership of regional/sub-regional
response structures –Membership of expert
bodies that lobby Government and provide
updates and guidance during period of crisis
e.g. DCN, LGA
Allocation of finance to address key issues
Cross department and cross-agency working
Membership of expert bodies to guide our
response to policy development
Attendance at seminars, workshops and
professional development
Attendance of various Yorkshire and the
Humber/ NY and Yorkshire-wide meetings
i.e. Leaders, Chief Executives Group
Regular liaison with partnership bodies e.g.
the LEP
Climate Change Action Plan

17

Reactive Controls
Briefing papers for Strategic Management
Board and Elected Members on immediate
and urgent issues relating to major change
and incidents
Participation in civil contingency planning
and delivery – Strategic Command Group,
Tactical Command Group for York and
North Yorkshire
Participation in region/sub-regional
response groups
Learning from table top exercises/previous
events

Current

5D

April 2021 Update
CRR09: Major Events/Incidents (non-Covid)
Inability to support local communities and
businesses to recover from major changes or
incidents

Risk Owner: Phillip Spurr

Risk
Score

Participation in civil contingency planning
and delivery – Strategic Recovery Group for
York and North Yorkshire
Learning from previous incidents

Mitigating Actions
Networking with relevant groups and other local authorities to ensure we are consistent and sharing and learn from good practice.

Target

4D

Formal incident review processes to identify and implement lessons learned.
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CRR10: Safeguarding

Risk Owner: Margaret Wallace

Description
Failure to ensure Safeguarding
(Children and Adults). Risk of death or injury to
children/adults, through inappropriate practices, care or
attention.

Causes
Lack of awareness and ownership across the Council
Outdated policies and procedures
Lack of assurance that written policies and procedures are actually being
followed
Contact details in the Safeguarding Policy are not up to date
Training records are not adequate
Compulsory attendance at safeguarding training for members has not been
monitored and enforced.
No clear list of DBS Checks necessary for staff
Updating the guidance available to employees in respect of convictions.
Safeguarding arrangements are not included in contracts as standard
Regular refresher training about information security and internet usage
The Whistleblowing Policy needs to be updated.

18

Risk
Score
Original

5D

April 2021 Update
CRR10: Safeguarding
Consequences
- Poorer outcomes for children and adults.
- Impact on statutory responsibilities and
regulatory judgement.
- Complaints/claims/litigation
- Increased costs
- Adverse publicity
- Reputation damage
- Adverse effect on the Council's
partners and providers
- Adverse effect on morale

Risk Owner: Margaret Wallace
Proactive Controls
Audit undertaken
Quarterly update and review meeting in
place with management team
Safeguarding action plan in place to mitigate
risk and address any issues
Safeguarding lead updated
Quarterly reports to SMB on safeguarding
HR policies updated
Training records updated
Safeguarding policy read and understood by
employees recorded
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Reactive Controls
Annual check on safeguarding terms or
reference/ policy
Annual review of contract management for
safeguarding clause.
Annual review of safeguarding training
Policies and procedures will be reviewed on
an annual basis to ensure they are kept up
to date with new legislation/guidance
version control will be introduced to ensure
annual review undertaken
Safeguarding action plan/report will report
quarterly to SMB and Overview and
Scrutiny council committee

Risk
Score
Current

3C

Mitigating Actions
Target
Quarterly meeting set up and attend by all manager to highlight awareness and ownership across the Council
2B
New policy and procedure drafted and distributed to all managers and staff.
Record of employee having read and understood the new safeguarding policy recorded across the council
Contact details in the Safeguarding Policy are now updated
Guidance drafted from HR of necessity for DBS checks and assessment, all managers checking JD, risk assessing and ensuring safe
recruitment practices put in place.
The Whistleblowing (Speaking out) policy updated.
Senior Management/Heads of service/ managers to include safeguarding in their Team meetings, service/team plans
All Head of service/ managers will ensure that all staff have undertaken mandatory safeguarding training and ensured they have been given
the policy and procedures This will be recorded at 1-2-1 and PRDs
Review arrangements for the recovery of the systems following a software crash in line with business continuity/risk plans

19
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RDC Forward Plan
Date of Meeting

Committee

A/B

Service Area

Report Title

Draft
Deadline

Final
Deadline

Draft
Press
Release

Implement
Date

Full
Council

Reporting
Officer

Annual
Y/N

May
June
OS

Financial Services

Draft Annual Governance
Statement

19-May-21

01-Jun-21

AH

Y

10-Jun-21

Overview and
Scrutiny Committee

OS

Corporate
Governance

Scrutiny Reviews Progress
Report and Indentification of
Future Topics

19-May-21

01-Jun-21

SC

Y

10-Jun-21

Overview and
Scrutiny Committee

OS

Customer Services

Customer Complaints and
Compliments Q4 2020/21

19-May-21

01-Jun-21

MW

Y

10-Jun-21

Overview and
Scrutiny Committee

OS

Economic
Development,
Business and
Partnerships

Progress on Implementations of
recommendations of the
Climate Change Action Plan
report for 2020/21

19-May-21

01-Jun-21

JL

N

10-Jun-21

Overview and
Scrutiny Committee

OS

Corporate
Governance

Standards Complaints Overview
and Annual Report

19-May-21

01-Jun-21

SC

Y

10-Jun-21

Overview and
Scrutiny Committee

OS

Corporate
Governance

Appointment of Corporate
Governance Standards SubCommittee

19-May-21

01-Jun-21

SC

Y

28-Jul-21

Overview and
Scrutiny Committee

Au

Financial Services

Statement of Accounts 2020/21

06-Jul-21

19-Jul-21

AH

Y

28-Jul-21

Overview and
Scrutiny Committee

Au

Financial Services

Treasury Management Annual
Report 2020/21

06-Jul-21

19-Jul-21

AH

Y

28-Jul-21

Overview and
Scrutiny Committee

Au

Financial Services

Internal Audit and Counter
Fraud Annual Report 2020-21

06-Jul-21

19-Jul-21

Veritau

Y

July

1 of 4

Agenda Item 10

Overview and
Scrutiny Committee
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10-Jun-21

Date of Meeting

Committee

A/B

Service Area

Report Title

Draft
Deadline

Final
Deadline

Draft
Press
Release

Implement
Date

Full
Council

Reporting
Officer

Annual
Y/N

Overview and
Scrutiny Committee

Au

Financial Services

Counter Fraud Framework
Update

06-Jul-21

19-Jul-21

Veritau

Y

28-Jul-21

Overview and
Scrutiny Committee

Au

Financial Services

Internal Audit Plan 2021/22

06-Jul-21

19-Jul-21

AH

Y

28-Jul-21

Overview and
Scrutiny Committee

Au

Financial Services

Risk Management Update

06-Jul-21

19-Jul-21

SC

Y

28-Jul-21

Overview and
Scrutiny Committee

Au

Financial Services

Annual Governance Statement

06-Jul-21

19-Jul-21

AH

Y

28-Jul-21

Overview and
Scrutiny Committee

OS

Economic
Development,
Business and
Partnerships

Everyone Active Annual Report

06-Jul-21

19-Jul-21

AT

Y

28-Jul-21

Overview and
Scrutiny Committee

OS

Corporate
Governance

Review of Workplan

06-Jul-21

19-Jul-21

SC

Y

30-Sep-21

Overview and
Scrutiny Committee

OS

Customer Services

Customer Complaints and
Compliments Q1 2021/22

08-Sep-21

21-Sep-21

MW

Y

30-Sep-21

Overview and
Scrutiny Committee

OS

Customer Services

LGO Annual Review Letter
2020/21

08-Sep-21

21-Sep-21

MW

Y

30-Sep-21

Overview and
Scrutiny Committee

OS

Corporate
Governance

Scrutiny Review Progress
Report

08-Sep-21

21-Sep-21

SC

Y

30-Sep-21

Overview and
Scrutiny Committee

OS

Corporate
Governance

Review of Workplan

08-Sep-21

21-Sep-21

SC

Y

30-Sep-21

Overview and
Scrutiny Committee

OS

Economic
Development,
Business and
Partnerships

Implementation of
recommendations of the
Climate Change Action Plan

08-Sep-21

21-Sep-21

JL

Y

Overview and
Scrutiny Committee

OS

Corporate
Governance

Timetable of Meetings 20222023

29-Sep-21

12-Oct-21

SC

Y
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28-Jul-21

October
21-Oct-21
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Date of Meeting

Committee

A/B

Service Area

Report Title

Draft
Deadline

Final
Deadline

Draft
Press
Release

Implement
Date

Full
Council

Reporting
Officer

Annual
Y/N

Overview and
Scrutiny Committee

Au

Financial Services

First Internal Audit and Counter
Fraud Progress Reports
2021/22

29-Sep-21

12-Oct-21

Veritau

Y

21-Oct-21

Overview and
Scrutiny Committee

Au

Financial Services

Update of Internal Audit Charter

29-Sep-21

12-Oct-21

Veritau

Y

21-Oct-21

Overview and
Scrutiny Committee

Au

Financial Services

External Audit Annual Audit
Letter 2020/21

29-Sep-21

12-Oct-21

AH

Y

21-Oct-21

Overview and
Scrutiny Committee

Au

Financial Services

External Audit Annual Fee
Letter 2021/22

29-Sep-21

12-Oct-21

AH

Y

21-Oct-21

Overview and
Scrutiny Committee

Au

Financial Services

Treasury Management Mid
Year Review

29-Sep-21

12-Oct-21

AH

Y

18-Nov-21

Overview and
Scrutiny Committee

OS

Corporate
Governance

Standards Complaints Overview
and Annual Report

27-Oct-21

09-Nov-21

SC

Y

18-Nov-21

Overview and
Scrutiny Committee

OS

Customer Services

Customer Complaints and
Compliments Q2 2021/22

27-Oct-21

09-Nov-21

MW

Y

20-Jan-22

Overview and
Scrutiny Committee

Au

Financial Services

Second Internal Audit and
Counter Fraud Progress
Reports 2021/22

29-Dec-21

11-Jan-22

AH

Y

20-Jan-22

Overview and
Scrutiny Committee

Au

Financial Services

Internal Audit Plan 2022/23 Consultation

29-Dec-21

11-Jan-22

AH

Y

20-Jan-22

Overview and
Scrutiny Committee

Au

Financial Services

External Audit Plan

29-Dec-21

11-Jan-22

AH

Y

Page 77

21-Oct-21

November

December

January

3 of 4

Date of Meeting

Committee

A/B

Service Area

Report Title

Draft
Deadline

Final
Deadline

Draft
Press
Release

Implement
Date

Full
Council

Reporting
Officer

Annual
Y/N

SC

Y

AH

Y

20-Jan-22

Overview and
Scrutiny Committee

Au

Corporate
Governance

Update on the use of RIPA

29-Dec-21

11-Jan-22

20-Jan-22

Overview and
Scrutiny Committee

B

Financial Services

Treasury Management Strategy
Statement and Investment
Strategy 2022-23

29-Dec-21

11-Jan-22

Overview and
Scrutiny Committee

OS

Customer Services

Customer Complaints and
Compliments Q3 2021/22

19-Jan-22

01-Feb-22

MW

Y

24-Mar-22

Overview and
Scrutiny Committee

OS

Customer Services

Safer Ryedale and Community
Safety Plan

02-Mar-22

15-Mar-22

MW

Y

24-Mar-22

Overview and
Scrutiny Committee

OS

Financial Services

CIPFA Financial Management
Code

02-Mar-22

15-Mar-22

AH

Y

24-Mar-22

Overview and
Scrutiny Committee

OS

Economic
Development,
Business and
Partnerships

Implementation of
recommendations of the
Climate Change Action Plan

02-Mar-22

15-Mar-22

PS

Y

21-Apr-22

Overview and
Scrutiny Committee

Au

Financial Services

External Audit Progress Report

30-Mar-22

12-Apr-22

AH

Y

21-Apr-22

Overview and
Scrutiny Committee

Au

Financial Services

Third Internal Audit and Counter
Fraud Progress report

30-Mar-22

12-Apr-22

AH

Y

21-Apr-22

Overview and
Scrutiny Committee

Au

Financial Services

Internal Audit and Counter
Fraud Governance Plans
2022/23

30-Mar-22

12-Apr-22

AH

Y

17-Feb-22

11-Jan-22

17-Feb-22

Council

February
10-Feb-22

March
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